
 

Airport Attack Graph Executive Summary 

 

1. Background: Air travel has become essential for the American way of life.  Weather it is 

travel to a conference for business, moving to a new city, or going on vacation, Americans 

see travel as a means of freedom.  As demonstrated during 9-11, when that freedom is 

attacked it causes emotional distress.  Since 9-11, there have been many measures put in 

place to ensure that another plane is not hijacked.  However, the improvement in security 

only enhances the security of the aircraft; the airports are still as vulnerable as before.   

 

2. Purpose:  The purpose of this model is to demonstrate the effect to transcontinental travel 

when airports are systematically attacked.  In this model the nodes are designated as airports.  

The Department of Transportation has listed all the small, medium and large airports in 

America.  Our network uses all 55 continental large and medium airports.  An edge exists 

between two given nodes if there is an existing, direct flight between the two nodes.  The 

capacity across each edge equates to the number of direct flight between the two given edges 

per day. 

 

3. Situation:  American air travel has once again come under attack.  Terrorist are plotting to 

destroy a number of airports in the continental US.  They understand that the attacks alone 

will cause numerous deaths; however, they want the residual effects to have the greatest 

impact to American travel.  It is there intent to deny Americans as much transcontinental 

travel is possible when selecting their targets. 

 

4. Assumptions:   

 When limiting connections, passengers will not take more than 2 layovers 

 Only airports can be attacked.  There are no attacks on flight routes, i.e. hijacking a 

plane 

 

5. Research Questions:   

 What happens to the airlines capacity when an airport is attacked and no flights can 

leave or depart that airport? 

 Is there a dramatic increase in the capacity of transcontinental flight if the 

government is able to protect the four airports that are targeted first? 

 What is the capacity when passengers are limited to only two layovers? 

 Does the capacity change if an attack degrades that airports capacity by 50%? 



 What is the effect on capacity if an attack degrades an airports capacity by 80%? 

 

6. Model:   Given the data acquired, a super-start was added on the west coast connected to the 

11 airports closest to the west coast.  Next a super-sink on the east coast and connected to 16 

airports closest to the east coast.  Finally max flow was run to find the max capacity from 

coast to coast.  Since the capacity from node i to node j is equal to the capacity from node j to 

node i, result found when testing travel from west to east will equal the results from east to 

west.   

 

7. Results:  Without limiting the number of connecting flights, the total capacity of flights that 

start on the West Coast and end on the East Coast is 1,110.  The most effective way to 

damage the capacity of the airlines to transport people across the country is by focusing the 

attacks on the biggest airports on the west coast.  This is because there are fewer airports than 

on the other side of the country, and so is more of a choke point.    

If intelligence agencies are able to gather knowledge beforehand that there is an attack 

planned, it is best for them to concentrate their resources protecting the largest airports on the 

West Coast.  The airports that are protected in this scenario are Los Angeles, San Francisco, 

Seattle, and San Diego.  This is because these are the airports that will be attacked first.  

Once those airports are protected, airports that have connecting flights to the West Coast are 

the new targets for attack.  These airports have flights flying into them from the smaller West 

Coast airports like Burbank and San Jose.  With six attacks Phoenix, Las Vegas, Denver, 

Dallas, Houston, and Atlanta are attacked.  These airports are all on the list of top 8 biggest 

airports in terms of the number of flights per day.  Los Angeles and Chicago are also on the 

list of biggest airports, but Los Angeles cannot be attacked in this scenario.  It is not until 7 

attacks that an East Coast airport is targeted, which is New York.  At eight attacks, all 

resources shift to attack the East Coast airports.  The reduction in capacity for the first attack 

is greater when no airports are protected, but the capacity decreases close to the same rate 

when multiple attacks are possible.  When the 4 West Coast airports are protected, the 

capacity of the airlines remains 150 – 200 more flights per day than when no airports are 

protected.    

In the next scenario that is modeled, an attack degraded an airports capacity by 50%.  

Only half as many flights can depart and arrive at this airport.  The airport can be attacked 

twice in order for the terrorists to reduce its capacity to zero.  Just as in the previous 

scenarios, Los Angeles is attacked when the terrorists are only allowed one attack.  When 

they can use two attacks, they use both on Los Angeles to destroy its capacity.  With three 

and four attacks, San Francisco is the additional target.  The pattern of using two attacks on 



one airport continues with Seattle and San Diego being targeted.  When nine attacks are 

permitted, Santa Ana is targeted; however with ten attacks Santa Ana is no longer a target 

and Phoenix is attacked twice.  When looking at the reduction in the number of flights 

possible from the West Coast to the East Coast, there is an interesting pattern that emerges.  

After using a second attack to shut down an airport, the first attack on an additional airport 

does not reduce the overall capacity.  For example, attacking Los Angeles twice and San 

Francisco once has the same resulting capacity as just attacking Los Angeles twice.  From 

this it is seen that terrorists are going to attempt two attacks on an airport rather than just 

once since one attack does not reduce the number of transcontinental flights possible.  It is 

also interesting to look at how an attack reducing capacity by 50% compares to attacks that 

reduce capacity by 100% for an airport.  It is not until five attacks that the capacity when 

attacks destroy an airport starts to be dramatically less than if an attack only degrades an 

airport’s capacity by 50%.  At five attacks under the 100% scenario, all four large airports on 

the West Coast are destroyed, but in the 50% scenario only San Francisco and Los Angeles 

are destroyed and Seattle is operating at half capacity.  When those four large airports on the 

West Coast are destroyed, transcontinental travel must start at the medium airports on out 

west, and these airports have less capacity.  It should also be noted that ten attacks reducing 

capacity by 50% and five attacks reducing capacity by 100% have the same attack plans and 

result in the same available capacity. 

In the final scenario, an attack degraded airport capacity by 80% and a second attack 

destroys the airport completely.  In this situation the attack pattern was very similar, targeting 

the west coast airports in the following order: Los Angeles, San Francisco, Los Angeles 

again, Seattle, San Diego, San Francisco again, Portland, Santa Ana, Settle again and finally 

San Diego for the second time.  The attacks in this scenario are nested and never changed 

with additional attacks up to at least ten. 

 

8. Conclusion: The ability to keep an airport running at a reduced capacity after an attack is 

important to the overall capacity of the network.  For this reason airports should be designed 

so that they are difficult to destroy, and they also need to have the proper security personnel 

procedures necessary to prevent destruction.  The terrorists also prefer having attacks that do 

not destroy an airport, but rather degrade its capacity since it will allow them greater 

flexibility in their planning.  Due to this reason airports need to prepare for multiple attacks 

on a single airport since the capacity is only reduced when an airport capacity is reduced to 

zero. 


