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Introduction 

According to China Business Weekly, Wal-Mart imports between $15 Billion and $20 Billion 

worth of merchandise into the United States each year from more than 5000 Chinese suppliers.  

Wal-Mart does more trade with China than many countries, including Russia, Australia, and 

Canada.  Nearly all of Wal-Mart’s imports from China, are received via sea shipment to one of 

three import distribution centers located in California, Texas, and Virginia.  Our model analyzes 

the network from suppliers, including Chinese suppliers, to the distribution centers and 

ultimately the individual stores.  It utilizes supply and demand data in addition to cost data to 

obtain the most cost effective way to fulfill all demand for goods.  It also analyzes the 

vulnerabilities in the Wal-Mart Logistics distribution network for the United States, taking into 

account the large portion of merchandise that it imports from China, to discover most likely 

places where an attack on the distribution chain would occur. 

Scenario 

China invades and militarily takes over Taiwan.  Buy-American protestors see an opportunity and team 

with Taiwanese nationals and sympathizers and attempt to attack China economically by going after the 

most visible and well known customer of Chinese imports-Wal-Mart.  Our model analyzes for critical 

areas that cause the most disruption, and are the most costly to Wal-Mart.  Attempts are made by 

protestors to delay or frustrate deliveries to Wal-Mart stores whereby the damage done by an attack 

increases as the attack has more protestors at a given location.  Our model seeks to discover where 

these weaknesses are and also to find the most efficient way to reroute supplies utilizing remaining 

resources.  The goal of the attackers is to sever the link between Chinese suppliers and individual Wal-



Mart stores.  This would require Wal-Mart to utilize other suppliers to meet demand, thus, cutting out 

the Chinese suppliers which would be a victory for the protesters.  

Abstract 

Our network utilizes a minimum cost flow model with the shortest path interdiction to model attacks on 

the network.  The nodes are the suppliers, distribution centers, and individual Wal-Mart stores.  There is 

a start and end node for each distribution center and individual store.  The arcs link the start nodes of 

each distribution center and store to their respective end nodes.  The protesters are allowed to attack 

the individual nodes.  The model takes into account the available supply from the suppliers and the 

demand data from the distribution centers and individual stores in addition to the transportation costs 

associated with moving goods along the network.  

Results 

In this model, the minimum cost that can be achieved while still meeting all demands from customers is 

$3.6 million.  In this situation, 1050 containers of goods would come from Chinese suppliers in the 

import distribution center in Port Mira Loma, CA, while 267 containers of goods would come from U.S. 

suppliers to Wal-Mart regional distribution centers before continuing on to the individual stores.  The 

model was run with both a 3 hour delay to show best case scenario if the police restored order and 

broke up the protest in 3 hours.  The 3 hour delay does not cause routes to change, but just causes a 

delay that increases the transportation cost roughly $200K per attack.  However the cost gradually drops 

as the best “targets,” are already taken and US suppliers (who the protesters let through) take up slack. 

 Interestingly enough, the only way that the “backup port,” in Vancouver is used is if there is a 

total shutdown.  This is also the case if you allow a cheaper backup at Portland Oregon. 

 The results are significantly different when the protesters are able to shut down the node 

completely.  This causes approximately $2 million per day in increased costs.  In addition, Chinese 

suppliers are completely shut off after 2 attacks.  When Port Mira Loma is blocked along with the only 



back up in Vancouver, all demand is filled from U.S. suppliers.  This also caused demand to go unfilled 

because U.S. suppliers cannot meet all demands.   

Operator Resilience Curve for 3 hour delay 

 

Operator Resilience Curve for 24 hour delay 
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We ran an alternate model with three US suppliers, three Chinese suppliers, and a lower competitive 

difference, charts are below: 

Operator Resilience Curve for 3 hour delay 

 

Operator Resilience Curve for 24 hour delay 

 

Note that the first simulation a 24 hour delay was treated as a nC cost, the second run we used a value 

based on time of transport asset costs, hence the difference. 
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