
EXECUTIVE SUMMARY 
 
Backstory 

On November 23rd, 2012 the San Francisco Police Department (SFPD) received 
information from the Drug Enforcement Administration (DEA) stating that the prominent drug 
king pin Jose “El Torro” Velasquez, could possibly be visiting some friends at the San Francisco 
Marriot Hotel.  Acting on the newly received information, the San Francisco police arrested 
Velasquez that evening as he was arranging a new deal to import 150 tons of Cocaine per month 
through a local shipyard in San Francisco Harbor.  Immediately following the arrest, the U.S 
began talks with Mexico in regards to the extradition of Velasquez, who is the most wanted man 
in Mexico.  While these negotiations were underway, a decision was made to hold Velasquez in 
the San Quentin prison facility until a deal was worked out between the U.S and Mexico.  Then 
on November 25th 2012, someone leaked the arrest and holding location of Velasquez to the 
media.  That evening, the entire world was informed of his arrest, location, and the negotiation 
talks between the U.S. and Mexico.  It was at this point that officials began to realize that an 
aided escape could quickly become a reality. 

In order to be better prepared for possible escape attempts, prison officials in conjunction 
with the surrounding police departments began to analyze the resiliency of the current 
configuration of checkpoints. It is the effort of this analysis to show which police-checkpoint 
routes if attacked will facilitate the fugitive’s escape. 

	  
Figure	  1:	  Overview	  of	  vicinity	  surrounding	  San	  Quentin	  Prison	  with	  locations	  of	  checkpoints	  (red)	  and	  police	  stations	  (green) 

Problem Statement 
Analyze response times for surrounding police departments to establish a network of pre-

determined checkpoints and determine how those times change with attacks to the network.  The 



police force’s goal is to have all checkpoints established within 60 minutes.  Particular points of 
interest include: 

• How will attacks on the network affect the police force’s ability to meet their 60 minute 
deadline to setup the checkpoints? 

• How many attacks are necessary to significantly impact response times? 
 
 The measure of effectiveness for the analysis is the police department’s response time (in 
minutes).  Mission accomplishment occurs if all checkpoints are supplied with the required 
number of police units.  The required number of police units varies by checkpoint. 
 The network is modeled as a multi-commodity flow network, where each police officer 
represents a different commodity.  The objective of the police force is to respond in the 
minimum amount of time to each of the selected checkpoints.  The objective of the attacker is to 
slow the police force’s response effort by eliminating the use of arcs in the network, thereby 
allowing the prisoner more time to escape the surrounding area. 
 
Data Sources 

Cost is measured in the amount of time that it takes a police unit to travel from their 
respective station to a particular checkpoint.  Distance and time from police stations to 
checkpoints are calculated from Google maps. The number of police officers from each police 
department is referenced from citydata.gov.  The number of police units required of each 
checkpoint is determined by the size, location, and traffic flow at the checkpoint.  
 
Assumptions 
The following list of assumptions applies to this multi-commodity flow network. 

• Each Police unit consists of 1 police officer and 1 police car. 
• Traffic will not be a factor as police drive from their respective stations to their specified 

checkpoints. 
• Once informed, all police stations respond at an equal rate. 
• No lag time from dispatch to the deployment of the police force. 
• Demand at checkpoints is predetermined. 
• Police move at speed limit 

 
Results 
 The total time to setup the checkpoints increases as the number of attacks increase.  The 
initial attacks focus on the paths originating from the police departments closest to San 
Francisco’s airport (SFO).  The attacks center on SFO because the checkpoint demands ten 
police units and it is the furthest from the various police departments.  Once the SFPD is blocked 
from SFO, the demand is met by the Oakland Police Department.  The second attack focuses on 
the Oakland Police Department’s path to SFO.  Oakland PD is the second largest force in the 
network.  The demand at SFO is now met from four police departments that are located in the 
northern region of the network.  By attacking one more arc, the impact is felt quickly.  The third 
attack prevents the required number of police units from reaching SFO, thus failing to meet 
demand at the checkpoint. 
 
Sensitivity Analysis 



 The initial analysis sets the number of police officers available at each department 
proportional to the respective departments total size.  For example, the seven police departments 
amount to approximately 3,400 police officers and San Francisco PD alone has 2,250.  
Therefore, SFPD allocates 66% of the demand to the network.  Sensitivity analysis is performed 
by varying the number of police officers available for response.  Two scenarios with equal 
numbers of police officers at each department are conducted.  Scenario 1 sets the number 
available to 12 whereas scenario 2 sets the number available to 78 at each station.  The results 
are nearly identical.  This allocation of police officers in the network makes the network more 
resilient to attacks.  It now takes seven attacks to prevent a checkpoint from receiving its 
demand.  The operator resilience curves are shown below in Figure 2 for the initial scenario and 
the two sensitivity analysis scenarios. 

	  
Figure	  2:	  Operator	  resiliency	  curves	  for	  the	  initial	  scenario	  and	  the	  two	  scenarios	  for	  sensitivity	  analysis 

Conclusion and Future Research  
 The network of police units is susceptible to failure with a minimal number of attacks.  
The attacks are centered on the police forces that can contribute the most manpower to 
establishing the necessary roadblocks and checkpoints.  The other police departments in the 
network do not posses enough police units to establish the required checkpoints without the 
assistance of the larger forces.  Thus, the San Francisco Police Department and Oakland Police 
Department are the most likely to be attacked in the network. 

If we had more time to conduct this research, we would have increased the level of 
granularity by increasing the number of police stations and implementing more checkpoints.  
More time would also have allowed us to do more research and determine an even more accurate 
number of police units that each police force could send out in this type of event as well as 
specific checkpoint requirements. 
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