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1. Background – A commander assigned an area of responsibility can face a 
multitude of problem sets.  This model analyzes a scenario that forged the 
development of a tool to assist the commander in assigning limited resources to 
priority targets during a catastrophic event. 
 Libya underwent a United Nations-backed revolution during 2010-2011.   
NATO airpower significantly degraded the capabilities of the Libyan military and 
afforded the people of Libya the opportunity to seize power from the existing 
government.  Rebel forces succeeded and toppled the existing regime of Muammar 
Gadhafi, ending 38 years of tyranny.  Without a transition plan in place and with the 
degradation of the Libyan military several unintended consequences occurred.  One 
of the consequences was the exposure of the Libyan military’s weapons depots to 
looting.  In particular, numerous trusted news reports uncovered the fact that up to 
20,000 SA-7/Strela-2 Man Portable Air Defense Systems(MANPADS) went missing 
after the regime was removed from power. 
 This model looks at this problem from the perspective of the commander 
assigned the responsibility of interdicting the flow of these missing weapons.  The 
nodes in this network consist of the FBI and State Dept lists of the 60+ blacklisted 
terrorist organizations in the world coupled with cities known for black-market 
weapons distribution and other likely transit points for groups moving these 
weapons.  The edges in this network consist of physical roadways and ratlines 
between organizations.  Since the ratlines are difficult to plot and track in an open 
source and constrained timeline they are grouped into a larger edge to depict flow 
in a direction.   

The model consists of three phases of most concern to the commander.  
Phase 0 outlines an approach to be used upon notification of the weapons going 
missing and uses a shortest path interdiction algorithm to give the commander 
initial situational awareness.  Phase 1 is a further developed approach considering 
approvals, capability of assets, and threat.    Phase 1 uses a min-cost flow 
interdiction algorithm with supply and demand to provide the commander a tool for 
asset tasking based on approvals and capability.   Phase 2 begins when Intel tips are 
received and entered into the model.  The tips must be prioritized as they are 
received providing the commander access to a tool that considers new Intel for 
tasking.   

The commander will have three classes of assets to employ.  The categories 
are based off of the residual effects on the enemy at an attempt to interdict the 
weapons.  The reason we use the residual effects is because the probability of 100% 
successful interdiction is very low.  Therefore, we consider our attempt of 
interdiction to cause varying delays on the enemy movement as our different class 
of assets.  The classes will be referred to as a class I,II, and III, having  six, twelve, 
and twenty-four hour delays respectively.   
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2. Phase 0 – is comprised of the immediate action required upon coalition forces 
being notified and confirming that the event has occurred.  We would first like to 
develop situational awareness for the commander.   What information do we have? 
How can we use that information to our advantage?  These are the questions 
addressed throughout phase 0.  The shortest path interdiction algorithm using the 
suspected enemy travel time provides the commander with an estimation of range 
for the enemy movement.  The results of the scenario revealed that it would take 17 
hours for the weapons to reach the first known location of a terrorist group, and 
that there were six targets within 24 hours that the commander could act on.   
 
In Figure 1, the operator resilience curve is displayed representing the cost of time 
to the enemy required to vary their path from the delay measures.   
 

Figure 1 

 
 
Through analysis of the results, the commander’s optimal number of assets during 
Phase 0 is two for each class.    We discovered that the commander might have the 
option to direct the flow in more favorable directions.  The properly placed six-hour 
delay measures would buy time for the commander, but the direction of flow would 
remain unchanged.  Therefore, we recommend only using up to two optimally 
placed six-hour delay measures initially.  Two twelve-hour delay measures 
contribute significantly up to two instances, but emplacing only one correctly 
shapes the flow towards Egypt.  The twenty-four hour delay measures behave 
similarly as the twelve-hour delay for shaping flow.  The scenario also produced 
results that indicated there were only six targets within twenty-four hours that the 
commander could investigate regardless of the asset used. 
  
3. Phase 1 – Occurs when supply, demand, and edge capacities are determined.  The 
objective function in this model minimizes the overall cost in the movement of 
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weapons to higher threat organizations.  This is done by assigning each organization 
a threat cost based on a risk-averse function calculated based on capability, activity 
and location.  The objective is further constrained by interdicting with certain levels 
of assets based on organization threat cost, diplomatic consent to interdict in that 
country with that asset, and if the target meets a feasible tasking time. 
This model tells the commander when to interdict the right node with the right 
asset at the right time.  A tasking order is produced after running the model to tell 
the commander the optimal mix of assets to targets. 
 
4. Phase 2 – Occurs when intel tips are received.  The model from Phase 1 is still 
used but the input data is expanded to include intel tips.  As the tips are received 
they are compared to existing nodes in the data via a radial distance check.  If the tip 
is within the designated radial distance then it is added to the tally column in the 
data file for the checked node.  If the tip does not meet the radial distance criteria 
then it creates a new node and arc-set in the data.  The objective function is also 
modified to subtract the tip tally for the arc.  As tip tallies increase for a specific arc 
that will drive the min cost down in the model achieving a better solution. 
 
5. Conclusion - In summary, the problem at hand is a very difficult one.  The enemy 
will have many unknown paths and relationships along the way that could make 
them impossible to interdict.  Our model provides a tool for the commander to make 
decisions based on the quality of the intelligence he is provided.  The commander 
will be able to generate tasking by capability to inflict the greatest damage to the 
anticipated enemy paths.  The flexibility of the model will allow the input to develop 
with the situation for an updated response. For example, as terrorist groups are 
investigated, their threat cost can be reduced or increased.  The model could also 
accommodate more constraints if necessary to account for more complexity.  We 
recommend using the model in Phase 0 to provide situational awareness on the 
enemy’s most likely course of action.  In Phase 1, the model is recommended to 
provide tasking orders to assets and experiment with effects on the enemy.  Phase 2 
will help the commander prioritize new intel as the situation develops.  
 
For follow on work we recommend exploring different effects on the enemy and 
developing the commander’s utility function.  The commander’s utility function that 
determines the highest threat against weapons trafficking would most likely vary 
with the region as the weapons moved around his area of operations.  Finally, we 
would like to test the model with actual intel to test the model’s behavior.   
 
 


